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1 Introduction

This document is completed by a training course provider that is submitting a training course for accreditation within the The Open Group FAIR Certification for People program. The completed checklist is used by an assessor to determine whether the training course meets the Accreditation Requirements.
The applicant should submit a full set of documentation that collectively illustrates that each of the requirements listed herein has been implemented.

The applicant has some latitude as to how to meet the documentation submission requirements as the exact form and number of documents will vary between applicants. However the format of this document should not be changed and all mandatory parts must be completed. 
Regardless of the application used to populate it, this document must be submitted in a format that can be edited by the assessor. Microsoft Word and Open Office are acceptable formats. Alternate formats may be used only with approval from the assessor.
1.1 Applicant Document Submission

For each document submitted for the assessment, enter the name of the document in the “Document Title” column. The “Document Reference” is a short, unique identifier you assign to the document to enable shorthand references to the document in the tables that follow. Where possible this identifier should relate easily to filenames uploaded. You may optionally enter any relevant comment concerning the document in the “Comment” column.

With the exception of the courseware, which may be in the language used to deliver the course, all documents should be in English or be accompanied by an English translation.

	Document Title
	Document Reference
	Comment

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


1.2 Checklist Instructions

Please complete each of the checklists in this document.
When you complete an entry in a table, use the Document Reference from Section 1.1 in the “Document in which evidence is found” column. Enter the section number or location within the document in the “Reference within document” column. If the requirement is not directly addressed within a document – for example, records are retained on-site – enter an explanation in the “Applicant Comment”.

Guidance to the applicant is provided in blue text.
2 Accreditation Requirements Checklists

2.1 Key to the Requirement References

The acronyms below are used in the checklists within this section to identify the document from which the specified requirement is derived, as indicated in the “Requirement Source” column.
	Acronym
	Document

	APL
	The Open Group Certification for People: Training Course Accreditation Policy, Version 1.0

	ARQ
	The Open Group Certification for People: Training Course Accreditation Requirements, Version 1.0


2.2 Key to the Accreditation Requirements Checklists

	Item
	Description

	Requirement Number
	A number used for the convenience of discussing the assessment.

	Base Requirement and Commentary
	Black text is a verbatim extract from the accreditation documents, and blue text provides additional guidance on what is required.

	Level
	The degree to which the requirement is mandatory. “May” means optional; “should” means that any non-conformance needs to be justified; “must” means a mandatory requirement.

	Reference to where the requirement is derived
	The program document and section from which the requirement is derived.

	Document in which evidence is found
	Insert the short-form name (e.g., “Document Reference” 1from Section 1.1) for the submitted document that you wish to reference in support of your claim of conformance.

	Reference within document
	Insert the section number in the document that addresses the requirement. You could also reference slide numbers. Do not use page numbers, as these may not stay the same when the assessor is viewing your document.

	Applicant Comment
	Anything else you would like the assessor to know that might facilitate the assessment process. The use of this column is optional.

	Assessor Comment
	As stated, for official use only and not for completion by the applicant.


2.3 Checklist 1 – Organization Requirements
	Rqmt. #
	Base Requirement and Commentary
	Level
	Requirement Source
	Document in which evidence is found
	Reference within document
	Applicant Comment
	Assessor Comment 
Leave blank - for official use only)

	1
	The Organization must be financially stable. This requirement may be met by submitting a financial report, P&L, and balance sheet for the previous two (2) years, all approved by an independent auditor, or other records as approved by the Certification Authority.

Self-explanatory.
	Must
	ARQ 2.1 General Organization Requirements
	
	
	
	

	2
	The Organization must operate effective procedures for the registration and identification of candidates, for the selection of trainers, and for the allocation of Candidates and trainers to scheduled course events.

Such procedures should be documented and subject to self-audit (see Checklist items 3 and 6).
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	3
	All aspects of course administration, delivery, and maintenance mustbe covered by a documented quality system.
The Organization should define how it ensures the conformity of the ATC(s) to the Accreditation Requirements prior to the establishment of a documented quality system.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	4
	The Organization’s quality system must include procedures to ensure that these Accreditation Requirements continue to be met for as long as the ATC is offered.

A primary objective of the documented quality system is to ensure that the operations of the Organization are repeatable, reproducible, and objective.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	5
	The Organization’s quality system must include procedures to ensure that all updates and changes to the Conformance Requirements are adopted and deployed in the ATC in the timescales defined by The Open Group.

Self-explanatory.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	6
	The Organization’s quality system must include an active internal audit program to self-police that the Accreditation Requirements are being continuously met and that the Organization’s documented quality system is being continuously and correctly implemented. Any non-compliance identified by this Program must be formally recorded, followed up, and cleared.

An audit process is a periodic independent assessment of conformity of the day-to-day operation of the Organization against its documented quality system and the Accreditation Requirements. In this way, the Organization shall be self-policing its own ongoing conformity to the Accreditation Requirements.

In the case of a small organization that has no internal resources to conduct audits, such an organization could utilize an external auditor or alternatively its customer base for this purpose. If using customers for the purpose of internal audit, an appropriately designed comprehensive survey should form the basis of the customer feedback. Irrespective of the approach actually taken, the process for self-audit must be documented and records of the implementation made available for assessment.
	Must
	ARQ 2.3 Process and Quality 
	
	
	
	

	7
	The documentation of the quality system must be under effective change control.

The process for changes shall be defined including identity of the person(s) who must approve any changes to processes and procedures.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	8
	Audit records must be kept for a minimum of six (6) years.

An audit trail of all records pertinent to the attendance at ATC(s) must be in existence for the specified time.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	9
	Records of each ATC delivered must be kept for a minimum of six (6) years. These records must include date, location, and level of course, attendee names, and voucher code issued to each attendee
Self-explanatory.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	10
	The Organization must operate an effective and responsive procedure for handling customer complaints.

This should be documented in the quality system and all records retained.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	11
	The general management of the Organization shall be responsible for the quality of ATC delivery and all aspects of ATC operation and management.

The means by which this is to be achieved must be documented in the quality management system.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	12
	The Organization must designate an ATC Manager for each ATC who is responsible for the operation, quality, and integrity of the ATC. If the ATC Manager role for a given ATC is distributed among several people, the Organization must nominate one person as ATC Manager for the purposes of accreditation.
A single point-of-contact is required for each accredited training course.
	Must
	ARQ 2.3 Process and Quality System
	
	
	
	

	13
	Sufficient guidance is available to Candidates and their employers, before enrollment, on what level of prior knowledge and experience is expected for each course.

The Organization should submit its marketing materials for assessment.
	Must
	APL1.2 Purpose of Accreditation
	
	
	
	

	14
	Candidate numbers are matched to the resources available.

The maximum number of attendees at each course should be predefined.
	Must
	APL1.2 Purpose of Accreditation
	
	
	
	


2.4 Checklist 2 – Training Course Requirements
	Rqmt. #
	Base Requirement and Commentary
	Level
	Requirement Source
	Document in which evidence is found
	Reference within document
	Applicant Comment
	Assessor Comment 
(Leave blank - for official use only)

	1
	All course material must be kept under version control.

The process for changes shall be defined including the identity of the person(s) who must approve any changes to course material.
	Must
	ARQ 3.1 Training Course Content and Documentation
	
	
	
	

	2
	Whenever The Open Group updates or makes a maintenance release or other update of a Standard covered by the Program and/or the Conformance Requirements, the Organization must update all affected courses to align with the new version of the Standard and/or the Conformance Requirements within six (6) months of release of the revised documents by The Open Group.

The Organization should document the responsibilities and means by which changes to program documentation are tracked.
	Must
	ARQ 3.1 Training Course Content and Documentation
	
	
	
	

	3
	All trainers used in the delivery of ATCs must themselves be certified within the Program at or above the level specified in the Program Configuration document.

The Organization must document the level of certification for each trainer (see Checklist item 7) 
	Must
	ARQ 3.2 Trainer Requirements
	
	
	
	

	4
	All trainers used in the delivery of ATCs must have one of the following:

· A relevant training qualification that has recognition in the geography in which it was obtained. (two examples are: certification from the Institute of IT Training, and The Open Group Certified IT Specialist (Open CITS) Certification with Technical Training as the Client Focus Area)

· One (1) year of relevant training experience

· Have undertaken an induction program that meets the following criteria:

· The individual must be certified in the Program at the appropriate level before the start of the formal induction program.

· The induction program must include a mechanism to ensure that the individual is capable of delivering a training course in a satisfactory manner.

· The induction program must include provision for the individual to deliver at least two (2) training courses under the supervision of an experienced ATC trainer. At the end of each training course, the decision on whether the individual is suitable to proceed to the next phase of training must be based on a report from the supervising trainer and feedback forms from attendees on the course, which must include provision for feedback on the individual concerned separate from the supervising trainer.

· The induction program must ensure the overall quality of the ATC when a trainer under supervision delivers any part of the training.

The Organization should document the methods it uses to appoint training personal, which should include the vetting of qualification, experience, and satisfactory completion of inductive training.
	Must
	ARQ 3.2 Trainer Requirements
	
	
	
	

	5
	All trainers used in the delivery of ATCs must have sufficient experience in and knowledge of the topic to be able to deliver the course in a clear and concise manner.
The Organization must document the experience and knowledge of each trainer (see Checklist item 7)
	Must
	ARQ 3.2 Trainer Requirements
	
	
	
	

	6
	The Organization must ensure the proper performance of all trainers used in the delivery of ATCs
The Organization should document its quality assurance measures, which could include attendee surveys, tracking examination results for trainers over time, internal audit, and surveillance.
	Must
	ARQ 3.2 Trainer Requirements
	
	
	
	

	7
	The Organization must maintain a list of their trainers, including names, contact details, training qualifications, and certification status, and must make this list available to The Open Group promptly upon request.

The Organization should document the process by which it ensures that this list is keep current and up-to-date and the mechanisms of delivery to the Certification Authority.
	Must
	ARQ 3.2 Trainer Requirements
	
	
	
	

	8
	Every time an ATC is delivered, the Organization must ensure that a survey of the Candidates is conducted that covers venue, facilities, materials, procedures, and trainer(s).

The Organization should document the process it uses to collect data, analyze results, and generate corrective action as appropriate. Records of the survey results must be available to the Certification Authority for inspection on request for up to18 months after completion.
	Must
	ARQ 3.3 Post-Course Evaluation
	
	
	
	

	9
	Summary records of these surveys must be made available to The Open Group on request in English.

A process must exist to ensure the accuracy of any translation required.
	Must
	ARQ 3.3 Post-Course Evaluation
	
	
	
	


3 Training Materials Mapping Checklists

Refer to the introductory guidance in Section 1.2.

Please note that the format of the checklist should not be changed. When referencing a document, please include the section number of slide number, so that the assessor can easily identify coverage of the learning outcome. Failure to do so may result in the checklist being rejected and having to be resubmitted.

3.1 Key to the Training Materials Mapping References

The Conformance Requirements document upon which this checklist is based is The Open Group Certification for People: FAIR Conformance Requirements (Document X1308, October 2013), Version 1.0.

The acronyms below are used in the checklist in this section to identify the document from which the specified requirement is derived, as indicated in the “Requirement Source” column.
	Acronym
	Document

	O-RA
	The Open Group Standard for Risk Analysis (Document C13G, October 2013), Version 1.0

	O-RT
	The Open Group Standard for Risk Taxonomy (Document CK13, October 2013), Version 2.0


3.2 Key to the Training Materials Mapping Checklist

	Item
	Description

	Unit
	The unit within the Conformance Requirements document.

	Number
	The unit section number reference within the Conformance Requirements document.

	Learning Outcome Reference
	The Learning Outcome within that section in the Conformance Requirements document.

	Requirement Source
	The document and section number(s) from which the requirement is derived.

	Document in which evidence is found
	Insert the short-form document name (e.g., “Document Reference” from Section 1.1) as a reference to where the Learning Outcome is covered in your submitted training material.

	Reference within document
	Insert the section number in the document that addresses the requirement. You could also reference slide numbers. Do not use page numbers as these may not stay the same when the assessor is viewing your document.

	Other pertinent information 
	Additional information that will demonstrate that the Learning Outcome is covered within your course. You could insert verbatim text here if it is brief. The use of this column is optional.

	Applicant Comment
	Anything else you would like the assessor to know, and that might move forward the assessment process. The use of the column is optional.

	Assessor Comment
	As stated, for official use only and not for completion by the applicant.


3.3 Checklist 3
Use the checklist below to assert where a Learning Outcome is addressed in your submitted training material.
	Unit
	#
	Learning Outcome Reference
	Rqmt Source
	Document in which evidence is found
	Reference within document 
	Other pertinent information
(e.g., text extract)
	Applicant Comment
	Assessor Comment 
(Leave blank - for official use only)

	1. Basic Risk Concepts
The purpose of this Learning Unit is to introduce the basic concepts of risk analysis.
	1.1.1
	1. Describe the difference between probability and possibility
	O-RT C2, 3.3, 3.4.4
	
	
	
	
	

	
	1.1.1
	2. Define phrases as statements of probability or possibility
	O-RT C2, 3.3, 3.4.4
	
	
	
	
	

	
	1.1.2
	3. Identify that risk analyses are not reliable predictions of future events 
	O-RT C2, 3.5
	
	
	
	
	

	
	1.1.3
	4. Identify and order the elements within the risk management stack
	O-RT 2.2
	
	
	
	
	

	2. Terminology
The purpose of this Learning Unit is to help the Candidate demonstrate an understanding of all aspects of risk terminology, including both Taxonomy and Terms.
	2.1.1
	1. Define risk
	O-RT 3.2
	
	
	
	
	

	
	2.1.1
	2. Identify the elements within the FAIR Risk Taxonomy
	O-RT 3.1
	
	
	
	
	

	
	2.1.2
	3. Define Loss Event Frequency (LEF)
	O-RT 3.3
	
	
	
	
	

	
	2.1.2
	4. Describe the difference between LEF and TEF, and identify examples of each
	O-RT 3.3, 3.4
	
	
	
	
	

	
	2.1.2
	5. Identify the factors that drive LEF
	O-RT 3.3
	
	
	
	
	

	
	2.1.2
	6. Identify the data type used for LEF
	O-RT 3.3
	
	
	
	
	

	
	2.1.3
	7. Define Threat Event Frequency (TEF)
	O-RT 3.4
	
	
	
	
	

	
	2.1.3
	8. Identify the factors that drive TEF
	O-RT 3.4
	
	
	
	
	

	
	2.1.3
	9. Demonstrate an example of malicious TEF
	O-RT 3.4
	
	
	
	
	

	
	2.1.3
	10. Demonstrate an example of non-malicious TEF
	O-RT 3.4
	
	
	
	
	

	
	2.1.3
	11. Identify the data type used for TEF
	O-RT 3.4
	
	
	
	
	

	
	2.1.4
	12. Define contact frequency
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.4
	13. Demonstrate an understanding of an example of contact frequency
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.4
	14. Identify the data type used for contact frequency
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.5
	15. Define and describe examples of random contact
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.5
	16. Identify factors that affect the frequency of random contact
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.6
	17. Define and describe examples of regular contact
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.7
	18. Define and identify an example of intentional contact
	O-RT 3.1.4
	
	
	
	
	

	
	2.1.8
	19. Define Probability of Action (PoA)
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.8
	20. Identify the three factors that affect PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.8
	21. Identify the data type used for PoA (%)
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.9
	22. Demonstrate an understanding of an example of how perceived value drives PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.9
	23. Demonstrate an understanding of an example of how changes in perceived value may affect PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.10
	24. Identify how perceived Level of Effort (LoE) affects PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.10
	25. Identify how perceived LoE may affect PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.11
	26. Describe how perceived risk may affect PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.11
	27. Describe how changes in perceived risk may affect PoA
	O-RT 3.4.2
	
	
	
	
	

	
	2.1.12
	28. Define Vulnerability (Vuln)
	O-RT 3.4.3
	
	
	
	
	

	
	2.1.12
	29. Identify the factors that determine Vuln
	O-RT 3.4.3
	
	
	
	
	

	
	2.1.13
	30. Define Threat Capability (TCap)
	O-RT 3.4.4
	
	
	
	
	

	
	2.1.13
	31. Identify the factors that drive TCap
	O-RT 3.4.4
	
	
	
	
	

	
	2.1.13
	32. Describe TCap in the context of a malicious scenario, as well as a human error scenario
	O-RT 3.4.4
	
	
	
	
	

	
	2.1.13
	33. Identify the data type for TCap (%)
	O-RT 3.4.4
	
	
	
	
	

	
	2.1.14
	34. Describe an example of how threat agent skills can be affected (e.g., by using an obscure technology).
	O-RT 4.2.2
	
	
	
	
	

	
	2.1.15
	35. Identify the two factors that make up resources
	O-RT 4.2.2
	
	
	
	
	

	
	2.1.15
	36. Describe how affecting time and/or material can affect Vuln
	O-RT 4.2.2
	
	
	
	
	

	
	2.1.16
	37. Define Resistance Strength (RS) (in a malicious or natural context) and difficulty (in a human error scenario)
	O-RT 3.4.5
	
	
	
	
	

	
	2.1.16
	38. Identify the data type for RS (%)
	O-RT 3.4.5
	
	
	
	
	

	
	2.1.17
	39. Define Loss Magnitude (LM)
	O-RT 3.5
	
	
	
	
	

	
	2.1.17
	40. Identify and describe the two categories of loss (primary and secondary)
	O-RT 3.5
	
	
	
	
	

	
	2.1.18
	41. Define and describe examples of primary loss
	O-RT 3.5.3
	
	
	
	
	

	
	2.1.18
	42. Identify which forms of loss are most common for primary loss
	O-RT 3.5.3
	
	
	
	
	

	
	2.1.19
	43. Define and describe an example of secondary loss
	O-RT 3.5.4
	
	
	
	
	

	
	2.1.20
	44. Define Secondary Loss Event Frequency (SLEF)
	O-RT 3.5.4
	
	
	
	
	

	
	2.1.20
	45. Identify the data type for SLEF (%).
	O-RT 3.5.4
	
	
	
	
	

	
	2.1.21
	46. Define Secondary Loss Magnitude (SLM)
	O-RT 4.2.3.4, O-RA 4.1.3.2
	
	
	
	
	

	
	2.1.21
	47. Identify which forms of loss are most common for secondary loss
	O-RT 4.2.3.4, O-RA 4.1.3.2
	
	
	
	
	

	
	2.2.1
	48. Define and describe examples of assets
	O-RA Glossary, 4.1.1.2


	
	
	
	
	

	
	2.2.2
	49. Define and describe examples of threats
	O-RT Glossary
	
	
	
	
	

	
	2.2.3
	50. Define and describe examples of threat communities
	O-RT Glossary, 4.2.1.2
	
	
	
	
	

	
	2.2.4
	51. Define threat profiling and describe examples of threat profiling elements
	O-RA 4.1.1.3
	
	
	
	
	

	
	2.2.4
	52. Describe the importance/value of threat profiles
	O-RA 4.1.1.3
	
	
	
	
	

	
	2.2.5
	53. Define and describe examples of secondary stakeholders
	O-RT 3.5.4
	
	
	
	
	

	
	2.2.6
	54. Define threat event
	O-RT 3.4
	
	
	
	
	

	
	2.2.6
	55. Describe an example of a malicious threat event
	O-RT 3.4
	
	
	
	
	

	
	2.2.6
	56. Describe an example of a non-malicious threat event
	O-RT 3.4
	
	
	
	
	

	
	2.2.6
	57. Explain the difference between threat events and loss events
	O-RT 3.3, 3.4
	
	
	
	
	

	
	2.2.7
	58. Define and describe an example of a loss event
	O-RT 3.3
	
	
	
	
	

	
	2.2.8
	59. Define and describe examples of a primary stakeholder
	O-RT 3.5.3, O-RA Glossary
	
	
	
	
	

	
	2.2.9
	60. Demonstrate an understanding of loss flow
	O-RT 3.5.2, 3.5.3, 3.5.4
	
	
	
	
	

	
	2.2.10
	61. Identify the six forms of loss
	O-RT 3.5.1, 3.5.4
	
	
	
	
	

	
	2.2.11
	62. Identify the two types of productivity loss (reduced revenue, unproductive employee time)
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.12
	63. Describe an example of revenue loss
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.12
	64. Describe the difference between lost revenue and delayed revenue
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.12
	65. Identify sources of reliable data regarding lost revenue
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.13
	66. Describe an example of resource utilization loss
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.13
	67. Identify sources of data related to the cost of employee time
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.14
	68. Define and identify examples of response loss
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.14
	69. Identify sources of data for response costs
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.15
	70. Define and describe examples of replacement costs
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.16
	71. Define and describe an example of competitive advantage loss
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.16
	72. Identify potentially reliable sources of competitive advantage loss data within an organization
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.17
	73. Define and describe an example of Fine and Judgment (F&J) loss
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.17
	74. Identify potentially reliable sources of F&J data
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.18
	75. Describe reputation damage and describe examples of reputation damage
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.18
	76. Identify potential sources of reliable reputation damage data within an organization
	O-RT 3.5.1
	
	
	
	
	

	
	2.2.19
	77. Define control
	O-RA 5, 5.1
	
	
	
	
	

	
	2.2.20
	78. Describe examples of controls that reduce the potential for contact with threat agents
	O-RA 5.2
	
	
	
	
	

	
	2.2.21
	79. Describe examples of deterrent controls
	O-RA 5.3
	
	
	
	
	

	
	2.2.22
	80. Describe examples of resistive controls
	O-RA 5.4
	
	
	
	
	

	
	2.2.23
	81. Describe examples of responsive controls
	O-RA 5.5
	
	
	
	
	

	3. Results
The purpose of this Learning Unit is to help the Candidate demonstrate an understanding of the various aspects of developing and interpreting FAIR risk analysis results.
	3.1
	1. Describe frequency and magnitude results from a FAIR analysis
	O-RA 4.2.6
	
	
	
	
	

	
	3.2.1
	2. Describe the purpose for applying qualifiers to the results of an analysis
	O-RA 4.2.2
	
	
	
	
	

	
	3.2.1
	3. Identify the two types of qualifiers
	O-RA 4.2.2
	
	
	
	
	

	
	3.2.2
	4. Define and describe an example of a fragile condition
	O-RA 4.2.2
	
	
	
	
	

	
	3.2.3
	5. Define and describe an example of an unstable condition
	O-RA 4.2.2
	
	
	
	
	

	
	3.2.4
	6. Identify why translating quantitative results into qualitative values may be useful
	O-RA 4.2.4
	
	
	
	
	

	
	3.2.4
	7. Demonstrate an understanding of challenges associated with defining and using qualitative scales
	O-RA 4.2.4
	
	
	
	
	

	
	3.2.5
	8. Describe the difference between capacity for loss and subjective tolerance for loss
	O-RA 4.2.3
	
	
	
	
	

	
	3.2.6
	9. Demonstrate an understanding of capacity for loss
	O-RA 4.2.3
	
	
	
	
	

	
	3.2.7
	10. Define subjective tolerance for loss
	O-RA 4.2.3
	
	
	
	
	

	
	3.2.8
	11. Demonstrate translating quantitative values into qualitative ranges
	O-RT 4.2.3.1, O-RA 4.2.4
	
	
	
	
	

	
	3.3
	12. Describe the process of developing business cases based on risk analyses
	O-RA 5
	
	
	
	
	

	
	3.4
	13. Demonstrate an understanding of how FAIR complements other security assessment frameworks (e.g., ISO)
	O-RT C.2, C.3, C.4
	
	
	
	
	

	4. Analysis Process
The purpose of this Learning Unit is to help the Candidate demonstrate an understanding of the process of risk analysis.
	4.1
	1. Describe the role assumptions play in analyses
	O-RA 2.1, 3.1.4, 4.1.1.1
	
	
	
	
	

	
	4.1
	2. Identify ways of managing the effect of assumptions in analyses
	O-RA 2.1, 3.1.4, 4.1.1.1
	
	
	
	
	

	
	4.2
	3. Describe why scenario scoping and definition is important
	O-RA 2.3, 4.1.1.1, 4.1.1.4, 4.1.1.5, 4.2.2.2
	
	
	
	
	

	
	4.2
	4. Describe examples of how an inadequately scoped analysis may become challenging
	O-RA 2.3, 4.1.1.1, 4.1.1.4, 4.1.1.5, 4.2.2.2
	
	
	
	
	

	
	4.2.1
	5. Demonstrate an understanding of why a clear loss event definition is critical
	O-RT 3.3, 
O-RA 4.1.1.4
	
	
	
	
	

	
	4.2.1
	6. Describe an example of a loss event
	O-RT 3.3, 
O-RA 4.1.1.4
	
	
	
	
	

	
	4.2.2
	7. Define threat community
	O-RT 4.2.1.2, 
O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.3
	8. Define threat profiling
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.3
	9. Identify advantages to performing threat profiling
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.3
	10. Identify potential threat profile parameters
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.4
	11. Define asset
	O-RA 4.1.1.2, Glossary
	
	
	
	
	

	
	4.2.4
	12. Describe why a clear definition of the assets at risk is critical in performing good analyses
	O-RA 4.1.1.2
	
	
	
	
	

	
	4.2.5
	13. Define threat vector
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.5
	14. Describe why differentiating threat vectors in an analysis can be important
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.6
	15. Describe an example of a malicious scenario
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.6
	16. Describe an example of an error scenario
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.6
	17. Describe an example of a failure scenario
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.6
	18. Describe an example of a natural scenario
	O-RA 4.1.1.3
	
	
	
	
	

	
	4.2.7
	19. Identify key considerations that are important when deciding whether to combine or decompose scenarios
	O-RA 4.1.1.5
	
	
	
	
	

	
	4.3
	20. Describe why documenting measurement rationale is important
	O-RA 4.2.1
	
	
	
	
	

	
	4.3.1
	21. Identify good versus bad rationale documentation
	O-RA 4.2.1
	
	
	
	
	

	
	4.4
	22. Identify the reasons for choosing higher or lower levels of abstraction in analysis
	O-RT 4.2, 
O-RA 4.2.2, 4.1.2.1
	
	
	
	
	

	
	4.4.1
	23. Identify good versus poor data
	O-RT B.2
	
	
	
	
	

	
	4.4.1
	24. Identify the characteristics of good data
	O-RT B.2
	
	
	
	
	

	
	4.4.2
	25. Describe the principle of diminishing returns within the context of choosing an abstraction level for analysis
	O-RT B.3
O-RA 4.1.2.1
	
	
	
	
	

	
	4.5
	26. Identify potential sources of information for various risk factors
	O-RT B.2
	
	
	
	
	

	
	4.5
	27. Describe the difference between good and poor sources of data
	O-RT B.2
	
	
	
	
	

	
	4.5.1
	28. Describe the difference between questions that elicit more subjective data versus more objective data
	O-RA 3.7
	
	
	
	
	

	
	4.6
	29. Identify different methods for troubleshooting analyses
	O-RA 4.2.2
	
	
	
	
	

	
	4.6.1
	30. Describe how to use the taxonomy to resolve disagreements between analyst estimates
	O-RA 4.2.2
	
	
	
	
	

	
	4.6.2
	31. Describe how to use multiple analysis outcomes to resolve disagreements between analyst estimates
	O-RA 4.2.2
	
	
	
	
	

	
	4.6.3
	32. Demonstrate an understanding of the role different assumptions can play in analyst estimate disagreements
	O-RA 4.2.2
	
	
	
	
	

	5. Measurement
The purpose of this Learning Unit is to help the Candidate demonstrate an understanding of how risk elements can be best measured.
	5.1
	1. Describe the purpose of calibration
	O-RA 3.1
	
	
	
	
	

	
	5.1.1
	2. Describe the purpose for starting with absurd estimates
	O-RA 3.1.1
	
	
	
	
	

	
	5.1.1
	3. Describe an example of starting with the absurd
	O-RA 3.1.1
	
	
	
	
	

	
	5.1.2
	4. Describe the purpose for decomposing the problem within the context of making estimates
	O-RA 3.1.2
	
	
	
	
	

	
	5.1.2
	5. Describe an example of decomposing a problem
	O-RA 3.1.2
	
	
	
	
	

	
	5.1.3
	6. Demonstrate an understanding of the purpose for using the wheel when making calibrated estimates
	O-RA 3.1.3
	
	
	
	
	

	
	5.1.3
	7. Describe an example of using the wheel to make calibrated estimates
	O-RA 3.1.3
	
	
	
	
	

	
	5.1.4
	8. Describe an example of using the wheel to make calibrated estimates with 90% confidence
	O-RA 3.1.3
	
	
	
	
	

	
	5.1.5
	9. Describe an example of using the wheel to make calibrated estimates with 95% confidence at either end of the range
	O-RA 3.1.3
	
	
	
	
	

	
	5.1.6
	10. Describe the purpose for challenging assumptions when estimating
	O-RA 3.1.4
	
	
	
	
	

	
	5.2
	11. Demonstrate an understanding of the advantages of using distributions when making measurements
	O-RA 3.2
	
	
	
	
	

	
	5.2
	12. Identify the four parameters used when making estimates in FAIR analyses
	O-RA 3.2
	
	
	
	
	

	
	5.3
	13. Describe what the most likely value in a distribution represents
	O-RA 3.3
	
	
	
	
	

	
	5.3
	14. Define mode within the context of a distribution
	O-RA 3.3
	
	
	
	
	

	
	5.4
	15. Describe how Monte Carlo works
	O-RA 3.4
	
	
	
	
	

	
	5.4
	16. Identify the primary advantage of using Monte Carlo
	O-RA 3.4
	
	
	
	
	

	
	5.5.1
	17. Describe how confidence in the end-points of a range is determined
	O-RA 3.5.1
	
	
	
	
	

	
	5.5.2
	18. Describe how confidence in the end-points of a range is determined
	O-RA 3.5.2
	
	
	
	
	

	
	5.6
	19. Describe the difference between accuracy and precision
	O-RA 3.6
	
	
	
	
	

	
	5.6
	20. Describe the primary concern regarding precision
	O-RA 3.6
	
	
	
	
	

	
	5.6
	21. Describe an example of an estimate that is precise but inaccurate
	O-RA 3.6
	
	
	
	
	

	
	5.6
	22. Describe an example of an estimate that is accurate but not precise
	O-RA 3.6
	
	
	
	
	

	
	5.6
	23. Demonstrate an understanding of the concept of “useful degree of precision”
	O-RA 3.6
	
	
	
	
	

	
	5.7
	24. Demonstrate an understanding of the difference between objectivity and subjectivity
	O-RA 3.7
	
	
	
	
	

	
	5.7
	25. Describe an example of data that is more subjective in nature
	O-RA 3.7
	
	
	
	
	

	
	5.7
	26. Describe an example of data that is more objective in nature
	O-RA 3.7
	
	
	
	
	

	
	5.7
	27. Demonstrate an understanding that pure objectivity is not achievable
	O-RA 3.7
	
	
	
	
	

	
	5.8
	28. Describe the process of deriving Vuln using TCap and RS estimates
	O-RA 3.8
	
	
	
	
	

	
	5.8.1
	29. Define Threat Capability (TCap) Continuum
	O-RA 3.8.1
	
	
	
	
	

	
	5.8.2
	30. Describe how to estimate the TCap for a threat community
	O-RA 3.8.2
	
	
	
	
	

	
	5.8.2
	31. Describe what the minimum, maximum, and ML points on a TCap distribution represent
	O-RA 3.8.2
	
	
	
	
	

	
	5.9
	32. Demonstrate an understanding of limitations associated with ordinal scales
	O-RA 3.9
	
	
	
	
	

	
	5.10
	33. Demonstrate an understanding that more effort in gathering data is not always offset by material improvements in analysis quality
	O-RA 3.10
	
	
	
	
	

	6. Open FAIR Certification Program (Non-examinable)

The purpose of this Learning Unit is to help the Candidate demonstrate an understanding of The Open Group Certification for People: FAIR Certification Program.
	
	1. Explain The Open Group Certification for People: FAIR Certification Program, and distinguish between the levels for certification as an advanced certification level is developed.
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